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Abstract	
  
	
  
The	
  emergence	
  of	
  cloud	
  and	
  mobile	
  technologies	
  has	
  introduced	
  a	
  major	
  paradigm	
  shift	
  in	
  the	
  
way	
   people	
   employ	
   and	
   mix	
   mobility	
   and	
   productivity	
   software	
   in	
   their	
   personal	
   and	
  
professional	
   life.	
   In	
   the	
   traditional	
   practice,	
   the	
   workplace	
   provides	
   employees	
   with	
   a	
   full	
  
working	
  environment	
  consisting	
  of	
  hardware	
  infrastructure	
  such	
  as	
  computers	
  and	
  phones	
  and	
  
a	
  full	
  set	
  of	
  supported	
  applications	
  such	
  as	
  email,	
  calendar,	
  document	
  and	
  rich	
  media	
  creation,	
  
management,	
  sharing	
  and	
  storage.	
   In	
  recent	
  years	
  the	
  consumer	
  market	
  has	
   introduced	
  very	
  
user	
  friendly	
  and	
  high	
  quality	
  consumer	
  devices	
  (e.g.	
  iOS	
  and	
  Android	
  phones	
  and	
  tablets)	
  and	
  
cloud	
   applications	
   (e.g.	
  Gmail,	
   Evernote,	
  Dropbox,	
   Linkedin).	
   These	
   consumer	
   products	
   have	
  
been	
  adopted	
  by	
  a	
  huge	
  number	
  of	
  users	
   in	
  particular	
   the	
  millennial	
  generation	
  which	
  bring	
  
these	
  technologies	
  to	
  the	
  work	
  place	
  whether	
  they	
  are	
  sanctioned	
  or	
  not.	
  This	
  trend,	
  termed	
  
“Shadow	
  IT”	
  or	
  “Bring	
  Your	
  Own	
  Device/Cloud”	
  has	
  been	
  a	
  major	
  paradigm	
  shifts	
  in	
  the	
  work	
  
place,	
  positioning	
  corporate	
  IT	
  in	
  an	
  endless	
  battle	
  they	
  cannot	
  win.	
  In	
  this	
  talk,	
  we	
  will	
  explain	
  
these	
  trends	
  and	
  evaluate	
  ways	
  to	
  enable	
  and	
  secure	
  such	
  best	
  of	
  breed	
  technologies	
   inside	
  
the	
   work	
   place.	
   We	
   will	
   focus	
   on	
   innovative	
   techniques	
   for	
   overlaying	
   corporate	
   security,	
  
visibility	
   and	
   management	
   over	
   such	
   consumer	
   platforms	
   that	
   enable	
   their	
   use	
   within	
   the	
  
workplace.	
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