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Evolution	  of	  Data	  Security

PCs

Enterprise	  Networks

Mobile	  Devices

Cloud	  Services



Cloud	  Services	  are	  Ubiquitous

• “1	  in	  5	  employees	  uses	  Dropbox	  for	  work”	  –	  GigaOm	  
• Advantages:	  increased	  productivity,	  low	  cost,	  intuitive	  
• Philosophy:	  user	  owns	  the	  data,	  KISS

Dropbox	  
300M	  Users

GMail	  
>500M	  Users

Evernote	  
100M	  Users



The	  Conflict

IT Employee

Can’t	  have	  
enterprise	  data	  
on	  cloud	  and	  

private	  devices!

I	  want	  to	  use	  my	  
devices	  and	  web	  
accounts	  in	  the	  
same	  way	  for	  
enterprise	  and	  
personal	  data

Conflict

Employees	  always	  win



Perceptions

• Work	  from	  anywhere	  
• Use	  device	  of	  choice	  
• Bring	  your	  own	  cloud	  

– Dropbox	  
– Gmail	  
– Evernote

• Security	  
• Access	  control	  
• Data	  Visibility	  
• Usage	  Audit	  trails	  
• Data	  Leak	  Prevention	  
• Retention	  
• Classification

Users	  want CIOs	  want
Control	  

Compliance
Freedom	  

Productivity



The	  Challenge

1. Most	  data	  is	  unstructured	  (80-‐95%)	  	  
2. “Sensitive	  data”	  is	  scattered	  across	  data	  
3. Breach	  can	  be	  caused	  by	  single	  file	  
4. Spread	  of	  unstructured	  data	  à increase	  in	  breaches	  
5. Consumers	  products	  are	  built	  on:	  

– User	  in	  the	  center	  not	  the	  organization	  
– Spread	  product	  and	  data	  through	  viral	  effects	  

• Sync,	  connect,	  share,	  recursive	  share	  
– Sharing	  =>	  stickiness





HIPAA	  Breaches	  [Source:	  HHS]

0.0131

0.0492
0.0943

0.1231

0.1296

0.1304

0.4601 Portable	  Media
Network	  Server
Computer
Laptop
EMR
Paper
E-‐mailMost	  breaches:	  lost/stolen	  devices





Top	  Cloud	  Data	  Risks

1.	  Device	  Loss	  with	  Unencrypted	  Files

2.	  Accidental	  Sharing	  of	  Files

3.	  Unencrypted	  Files	  on	  Cloud



Top	  Cloud	  Data	  Risks

1.	  Device	  Loss	  with	  Unencrypted	  Files

2.	  Accidental	  Sharing	  of	  Files

3.	  Unencrypted	  Files	  on	  Cloud

Distributed	  data:	  
Beyond	  IT	  control



Current	  Solutions	  Don’t	  Work

 Enterprise 
File 

 System

Firewall

DLP

Archive

Active	  Directory

Network	  Security MDM

Not Compliant and Not Secure

$10B	  empty	  shell
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SaaS:	  Security	  as	  a	  Service

• Multi-‐platform	  dashboard	  
• Encryption	  engine	  
• Access	  control	  
• Audit	  trails	  
• Sync	  friendly	  encryption

Server

Patented	  
• Encryption:	  sync	  friendly	  
• Analytics	  for	  DLP:	  file	  

similarities	  
• Automated	  data	  classification	  
• Zero	  Knowledge



Drag	  and	  Drop,	  

Copy,	  Save,…	  

Architecture:	  On-‐Device	  Encryption

Sookasa	  Folder

Synchronization	  

Sookasa	  Application

Sensitive	  File Cloud	  Service

1. Interception	  of	  file	  system	  calls	  
through	  hooking	  mechanisms	  

2. Classification	  
3. Encryption



Web	  Interface,	  

Mobile	  Device,…	  

Architecture:	  Cloud	  Encryption

Sookasa	  Folder	  
on	  Cloud	  Service

Synchronization	  

Sookasa	  Cloud	  Server

Sensitive	  File Devices

1. Interception	  through	  cloud	  
provider	  API	  

2. Classification	  
3. Encryption



Per-‐File	  Key	  Generation
File	  payload

32	  byte	  hash

Cryptographic	  HASH

PBKDF2( ,
Company-‐specific	  
16	  byte	  random	  

token
)

• Unique	  AES	  256-‐bit	  key	  that	  preserves	  full	  file	  
deduplication	  within	  company	  	  

• leaks	  no	  information	  outside	  company



Key	  Embedding	  in	  File	  Metadata

Metadata	  <=

AES256	  File	  
Encryption	  Key

Encrypted	  AES256	  
file	  encryption	  key

RSA

Company	  2048-‐bit	  
public	  encryption	  

key

Public	  encryption	  
key	  identifier },

ID

• Encrypted	  file	  can	  be	  decrypted	  by	  owner	  of	  company	  private	  key	  	  
• Metadata	  signed	  by	  clear	  data	  cryptographic	  hash,	  can	  be	  verified	  
• Metadata	  attached	  to	  encrypted	  file



File	  Metadata

• Attached	  to	  encrypted	  file	  body	  
• Signed	  against	  tamparing	  
• Include	  access	  control	  tagging	  

– Owner,	  origin	  directory	  
– Sensitivity	  tagging	  by	  user	  or	  cypher	  
– Permission	  policy



Architecture:	  Decryption

Sookasa	  Cloud	  ServerSookasa	  Application

Open,	  Preview,	  

Open	  With…

Permission	  to	  

Decrypt	  

1

2

Decryption	  	  

Key	  
3

1. Signed	  file	  metadata	  
2. Requesting	  device	  
3. Requesting	  user	  
4. Access	  control	  lists	  and	  permission	  

policies

Encrypted	  File



Encryption	  and	  Deduplication







“Zero	  Knowledge”

• File	  encrypted	  on	  device	  with	  file	  key	  
– Header	  =	  {access	  control	  metadata	  +	  double	  encrypted	  file	  key}	  
– Metadata	  signed	  with	  single	  encrypted	  key	  (Sookasa	  public	  key)	  

• Requester	  sends	  file	  header	  +	  device	  public	  key	  to	  Sookasa	  
• Sookasa	  authenticates	  metadata,	  requester	  ID	  and	  access	  rights	  
• File	  key	  extracted	  by	  corporate	  and	  encrypted	  by	  device	  public	  key

Sookasa 
Service

Owner	  	  
Corporate	  

DMZ
File	  
Key

File	  
Key

File	  
Key

File	  
Key

Owner

Requester



Identify	  and	  Protect	  Sensitive	  Files

• Type	  and	  basic	  content	  (big	  Excel	  files)	  
• Ownership	  (CEO,	  CFO,	  Counsel)	  
• Content	  

– SSN,	  credit	  card,	  keywords,	  domain	  terms	  
• Cross	  file	  property	  

– Similarity	  (content,	  dedup	  DNA	  sequence)	  
• User	  behavior	  

– Placement	  and	  timing	  
– Crowdsourcing



Classification	  with	  de-‐duplication	  signatures

• Detect	  copies	  and	  variants	  across	  users	  and	  
platforms	  to	  enable	  visibility	  	  and	  security

Patented
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Thank	  You


