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Push: The technological enablers of CPS

Computers (1949)

Real-time computation (1973)

Sensor networks (1998)

Digital control (1960) WiFi (1985-91)
Cell phones (1973)
/ Ethernet (1973)
Analog control (1927-1947) ALOHA (1970)

Computer networks (1969)
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From real-time and hybrid

systems

Computers were developed for computation (1949)

Real-time computation (1973)

Hybrid systems (1990s)

\/

Around 2006

“Instigators”: Gill, Krogh, K,
Lee, Midkiff, Mok, Rajkumar,
Sastry, Sha, Shin, Stankovic,

Sztipanovits, ..

!
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The third generation of control systems

*

.

*

*

First generation: Analog Control
— Technology: Feedback amplifiers

— Theory: Frequency domain analysis
Evans, Nyquist, Bode

Second generation: Digital Control
— Technology: Digital computers
— Theory: State-space design
— Real-Time Scheduling

Third generation: Networked Control
 Embedded computers
* Wireless and wireline networks
« Software

Platform revolution

—_

Foundation of system theory
* Linear systems
* Nonlinear systems
« Estimation
» Optimal control
« System identification
* Adaptive control
* Robust control
» Discrete event systems
* Hybrid systems
Bouquet of books

DIGITAL ADATTY
CONE FITERING
ESTIMATION PREDICTION
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From communicating to sensing to acting

A\\\ ; Cellular systems

™

VIl i 1TINLYV VI

Convergence of
communication,
computation and control

Sensor Networked
Networks Embedded
Control

7/24



Re-convergence of control,
communication and computation

“...the era of cyberspace and the Internet, with its emphasis on the computer as a
communications device and as a vehicle for human interaction connects to a longer
history of control systems that generated computers as networked communications
devices.”

— D. Mindell in “Feedback, Control and Computing before Cybernetics,” 2002

¢ 1950 — 2000 and continuing
— Computation: ENIAC (1946), von Neumann (1944), Turing,..
— Sensing and inference: Fisher, Wiener (1949),...
— Actuation/Control: Bode, Kalman (1960),...
— Communication: Shannon (1948), Nyquist,...
— Signal Processing: FFT, Cooley-Tukey (1965),...

¢ 2000 — onwards: Age of system building
— Nodes that can communicate, control, compute
— Larger grand re-unification of control, communication and computation
— Pedagogical challenges: Knowledge of all these fields may be important
— Undergraduate education? Graduate education?
— Research challenges 8/24



The Pull: System building era of 215t
century

¢ Satisfying greater demand for infrastructure and
services with resource constraints
— Transportation systems
— Energy systems
— Medical systems
— Water systems

¢ Ongoing resource-aware system building era of
the 215t century

¢ CPS with sensing, communication, computation,
actuation needs to play a key role
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Cyber—Physical Systems: A
Perspective at the Centennial

This paper surveys cyber—physical systems and the potential benefits of the
convergence of computing, communications, and control technologies
for developing next-generation engineered systems.

By KyounG-DAE Kim aND P. R. KUMAR, Fellow IEEE



Platform and system building revolution

¢ Mechanisms
— How to implement?

+ Policies
— What to implement?

¢ Confluence
— Hybrid
— Discrete and continuous
— Protocol and algorithm

\

J/

What
performance
guarantees
can be

provided?

¢ How can we guarantee that systems will perform correctly and

be safe?

¢ Ultimate goals: Correctness, safety, reliability
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The importance of time
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Real-time scheduling:
(Liu and Layland 73)

completed completed

1_Ci i Cﬁ | i

T T T

n n n

deadline
MISS
¢ N tasks

— Jobs of Task » arrive with period t,

— Deadline is end of period

— Worst case execution time ¢,

+ Rate monotone scheduling: Priority to smallest period task

N

o All deadlines met if EC— <NQ2" ~-1) (= 1n2=0.69 as N— o)
n=1 Tn
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What kind of guarantees can be provided
over an unreliable medium like wireless?

In-Vehicle Networks

Wire harnesses are:

Costly (>$1000.00)
Complex (>4,000 parts)
Heavy (>40kg)

Warranty issues (>65 IPTV)

Replace wires by an access point 14124




Packets with deadlines

With I-Hong Hou

&@ MORGAN & CLAYPOOL PUBLISHERS

Packets with Deadlines

A Framework for
Real-Time Wireless Networks

I-Hong Hou
P.R. Kumar

SYNTHESIS LECTURES ON
COMMUNICATION NETWORKS

Jean Walrand, Series Editor

and Vivek Borkar
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Provable Guarantees for Hybrid
Systems

16/24



Autonomous ground traffic systems
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Challenge of provable safety of
algorithms for large systems

¢ Hybrid systems

— Interaction between the continuous world of Newtonian
dynamics and logical world of computers?

+ How to integrate decisions made in continuous and
discrete domains?

+ Traditional hybrid systems is for finite humber of states
— Many models undecidable or doubly exponential complecity

¢ We need theories for infinite numbers of dynamic
systems, each with uncountable numbers of states

+ Combining distributed and centralized systems

— How to augment distributed optimization with coordination
rules that guarantee system-wide safety and liveness? 18/24
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The architecture of the system and
theoretical challenges
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Intersection Crossing
Algorithm

MPC for Autonomous Inter-Vehicle
Driving Coordination

¢ How to go from finite time (MPC) to infinite time?
+ How to handle dynamic oredrings? oo
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Abstraction layers

+ Middleware manages the Components
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Collision avoidance

(Schuetz, Robinson & K’ 05)22/24



Provably correct behavior

¢ Theorem

Directed graph model of road network
« Each bin has in-degree 1 or out-degree 1
« System has no occupied cycles initially

Road width: w = R(1 - cos B(2cosa - 1)
* [nitial condition: (d,0):d + R(1-cos0) <W

» Intersection angles < y, and road lengths: L = 2y RR)/(R - R)

» Multiple cars with appropriate spacing

Car control model: Kinematic model with turn radii R and R

Real time renewal tasks: HST scheduling with EC- /D <1

Then cars can be operated
« Without collisions (Safety) or
» Gridlocks (Deadlock)

(Baliga & K ’ 05)
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Thank you

Proceedings IEEE =W Intersection Crossing: An MPC-based Approach for
e o Cyber—Physical Systems: A Provable System-wide Safety and Liveness of
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THE NEXT
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convergence of computing, communications, and control technologies Kyoung—Dae Kim and P. R. Kumar
for developing next-generation engineered systems.

YEARS!

By KyounG-DaE Kim anD P. R. KUuMAR, Fellow IEEE

To appear in IEEE Transactions on Automatic Control,
Special Issue on “Control of Cyber-Physical Systems”
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