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Télécom ParisTech University
Paris, France

1



2

I am an Elvis Fan!

1961
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Meeting Elvis Presley

2014

Old Elvis from Sachsmedia

1961
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http://sachsmedia.com/rockheaven/
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Meeting Elvis Presley

2014

Old Elvis from Sachsmedia

At Elvis’ ranch
in New Zealand
(April 2014)

Ranch is Murchison Lodge in New Zealand

1961
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http://sachsmedia.com/rockheaven/
http://www.murchisonlodge.co.nz/
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Knowledge Cards

Elvis Presley
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Knowledge Cards

Elvis Presley

???
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Knowledge Bases

type

born 1935

Singer

For us, a knowledge base (“KB”, “ontology”) is a graph, where
the nodes are entities and the edges are relations.

Person

subclassOf

(We do not distinguish T-Box and A-Box.)
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Singer

type

born

Knowledge Base Life Cycle

Mining
knowledge

bases
A ∧ B ⇒ C

Protecting
knowledge bases

1935
Wikipedia

Applying
knowledge bases

Constructing
knowledge bases
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Extracting from Wikipedia

9

Elvis Presley

Elvis Presley was one

of the best blah blah
blub blah don’t read
this, listen to the
speaker! blah blah blah
blubl blah you are still
reading this! blah blah

blah blah blabbel blah

Born: 1935
In: Tupelo
...

ElvisPresley

AmericanSinger

1935 Tupelo

USAAcAward

type

bornIn

locatedIn
won

born

Categories:
Rock&Roll, American Singers,
Academy Award winners...
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Extractor

GeoNames Extractor

Extractor

Extractor

10See it online See it locally

Creating a large knowledge base

Intermediate extractors
• clean facts
• deduplicate facts and entities
• check consistency

ensuring high quality (95%)

Extractor

Extractor

Extractor
WordNet
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http://resources.mpi-inf.mpg.de/yago-naga/yago/www2013demo/yago_demo_static/
yagodemo.html


Extractor

GeoNames

WordNet

Extractor

Extractor

Extractor
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Creating a large knowledge base

Intermediate extractors
• clean facts
• deduplicate facts and entities
• check consistency

ensuring high quality (95%)

Extractor

Extractor

Extractor

See it online See it locally
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http://resources.mpi-inf.mpg.de/yago-naga/yago/www2013demo/yago_demo_static/
yagodemo.html


Example: YAGO about Elvis
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Wikipedia + WordNet
time and space
multilingual (soon)

100 relations
100m facts
10m entities
95% accuracy
used by DBpedia

http://yago-knowledge.org

YAGO: a large knowledge base

[WWW2007,JWS2008,WWW2011 demo,AIJ2013,WWW2013 demo,CIDR2015]

Caveat:
focus on
precision!

canonic>37
13

http://yago-knowledge.org
132.svg
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Singer

type

born

Knowledge Base Life Cycle

A ∧ B ⇒ C

1935
Wikipedia

Applying
knowledge bases

Constructing
knowledge bases

Mining
knowledge

bases

Protecting
knowledge bases
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Rule Mining finds patterns

married

married(x, y) ∧ hasChild(x, z) ⇒ hasChild(y, z)

hasChild hasChild

15
PCA>44
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49.svg


Rule Mining finds patterns
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But: Rule mining needs counter examples
and RDF ontologies are positive only

married(x, y) ∧ hasChild(x, z) ⇒ hasChild(y, z)

hasChild hasChild

married
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AMIE finds rules in ontologies

AMIE type(x, pope) ⇒

diedIn(x,Rome)
(5min)
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Caveat: rules cannot
predict the unknown
with high precision

AMIE is based on an efficient in-memory database
implementation.
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AMIE finds rules in ontologies
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[WWW 2013]

AMIE

(5min)

type(x, pope) ⇒

diedIn(x,Rome)
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born

Knowledge Base Life Cycle
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1935
Wikipedia

Applying
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People may “steal” from other ontologies without giving due credit.
Most ontologies have licenses that require attribution.

stolen

Plagiarism

YAGO

cc

20

EvilPedia
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By adding a few fake facts to the source ontology,
one can prove theft in the target ontology.

Additive Watermarking

[WWW 2012 demo]
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stolen

YAGO
EvilPedia
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One can also prove theft by selectively
removing facts from the source ontology.

Subtractive Watermarking

[ISWC 2011]
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YAGO

stolen

EvilPedia
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

Mat Honan

stories>88
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
162.svg
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
card
numbers

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
card
numbers

reset
password
by credit card

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
card
numbers

reset
password
by credit card

reset
password
by backup email

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
card
numbers

reset
password
by credit card

reset
password
by backup email

Read Mat’s story on Wired

reset
password
by backup email

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
http://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/all/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
card
numbers

reset
password
by credit card

reset
password
by backup email

reset
password
by backup email

Read Mat’s story on Wired

Owen Williams

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
http://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/all/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
card
numbers

reset
password
by credit card

reset
password
by backup email

reset
password
by backup email

Read Mat’s story on Wired

Two-factor authentication!

Owen Williams

Mat Honan

31

http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
http://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/all/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
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numbers

reset
password
by credit card

reset
password
by backup email

reset
password
by backup email

Read Mat’s story on Wired

Two-factor authentication!

Owen Williams

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
http://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/all/
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Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
card
numbers

reset
password
by credit card

reset
password
by backup email

reset
password
by backup email

Two-factor authentication!Recovery codes!

Read Mat’s story on Wired

Owen Williams

Mat Honan
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http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
http://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/all/


34

Protecting the user

CC by-saVectorPortalc©Ethan Hill

add
credit
card

re-

set
pass-

word

get

credit
card
numbers

reset
password
by credit card

reset
password
by backup email

reset
password
by backup email

Read Mat’s story on Wired

Recovery codes! Two-factor authentication!

Read Owen’s story on The Next Web

Owen Williams

Mat Honan

34

http://creativecommons.org/licenses/by-sa/3.0/deed.en
http://commons.wikimedia.org/wiki/File:480px-Guy_Fawkes_Mask_Image.jpg
http://suchanek.name/texts/toe/#display
http://www.wired.com/2012/11/ff-mat-honan-password-hacker/
http://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/all/
http://thenextweb.com/apple/2014/12/08/lost-apple-id-learnt-hard-way-careful-two-factor-authentication/
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Account Dependencies
gmail-data

gmail-destruction
gmail-access

gmail-2ndfactor

gmail-

trusted
device

phone-

authen-
tication

phone-
app

phone-

SMS

mac-
access

dell-
access

phone-
possession

phone-
password

phone-

simPin

gmail-
password

gmail-1stfactor

gmail-
recovery

code

yahoo-

data
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Account Dependencies
gmail-data

gmail-destruction
gmail-access

phone-
possession

phone-
password

phone-

simPin

Safety: How many keys can I afford to lose,
and still have access to my data?

Security: How many keys does a hacker need
to access my data?

Protection: How many keys are needed
to destroy my data?
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DIVINA
Discovering Vulnerabilities of Internet Accounts
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DIVINA
Discovering Vulnerabilities of Internet Accounts

password2
password1phone
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DIVINA
Discovering Vulnerabilities of Internet Accounts
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DIVINA
Discovering Vulnerabilities of Internet Accounts

http://suchanek.name/programs/divina

[WWW 2015 demo]
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http://suchanek.name/programs/divina
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Mining Le Monde

1944 2013

yago>98
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144.svg
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Mining Le Monde

1944 2013
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Mining Le Monde

1944 2013
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Mining Le Monde

time place entity

1967 USA
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Mining Le Monde

Average
age of
people

mentioned
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Presence of foreign companies

red: many foreign companies mentioned
blue: few foreign companies mentioned
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Mining Le Monde

[AKBC 2013]
[VLDB 2014 vision]
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Mining
knowledge

bases A ∧ B ⇒ C

Protecting
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knowledge bases

49



50

Is Elvis dead?

1977
died

Elvis

???
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Is Elvis dead?

1977
died

Elvis

???

100m statements
95% precision
-> 5m wrong statements
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Thank you for your attention!

Slides done with Powerline, my free SVG slide editor with LaTex support
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Constructing
knowledge bases

Protecting
knowledge bases

A ∧ B ⇒ C

Singer

1935

type

Wikipedia

Applying
knowledge bases

born

Mining
knowledge

bases
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